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COMMENTS OF CISCO SYSTEMS, INC. 
 

Cisco Systems, Inc. (�Cisco�) submits these reply comments in the above-

captioned proceeding. Cisco is the worldwide leader in networking solutions for the 

Internet and is a leading manufacturer of equipment that powers the Internet.  Cisco 

actively participates in many of the industry forums that discuss implementation of lawful 

intercept and the Communications Assistance for Law Enforcement Act (�CALEA�) 

across a range of platforms.  Together with third party vendors, Cisco offers lawful 

intercept solutions where standards exist to U.S. service provider customers.  Cisco takes 

seriously its obligation to offer solutions that comply with applicable lawful intercept 

standards.   

 Based on Cisco�s review of the petition filed by Law Enforcement, and the 

extensive comments that were filed, it appears that the Commission can bring needed 

clarity to the issue of what broadband services are, or are not, covered by CALEA.  In our 
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view, there appears to be significant legal and factual disagreement on the central 

question of the legal theory, and factual showing, by which broadband telephony 

platforms, and broadband Internet access services, can or should become subject to 

CALEA.  

 We note that the record nevertheless reflects that the industry has been working 

on lawful intercept specifications for voice over Internet Protocol (�VoIP�) for several 

years, even in the absence of regulatory clarity on status of VoIP.1   Cisco has devoted 

substantial engineering resources to the industry standards-setting bodies, and has, 

together with third party vendors, offered solutions to its U.S. service provider customers 

where standards exist.  In fact, several commenters discussed some of Cisco�s products in 

their comments.  In a few cases, the characterization of the product, and Cisco�s view of 

it, is incomplete.  Therefore, Cisco offers the following three corrections to ensure that 

the record in this proceeding is complete. 

 First, the VON Coalition, in its comments, states that Cisco is building CALEA-

like solutions for VoIP gateway devices.2  It is accurate that the gateway to which the 

VON Coalition refers, the MGX8000 VoIP Gateway, provides support for lawful 

intercept of call content for calls that transit the gateway.  However, call identifying 

information would need to be provided by equipment that terminates the call control 

signaling.    In addition, the MGX8000 is also used for interconnecting networks.  If 

deployed for this purpose by a telecommunications carrier, the use of this equipment 

would fall under the CALEA limitation stated in 47 U.S.C. §1002(b) (2) (B), which 

                                                 
1  Cisco agrees that standards-setting work on VoIP remains a �work in progress� in that 

standards work continues for some platforms and business models.   
2  VON Coalition Comments at 15. 
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exempts CALEA from application to equipment used �� for the sole purpose of 

interconnecting telecommunications carriers.�   Cisco cautions the Commission that 

support of lawful intercept in a product, or mention of lawful intercept or CALEA 

capability in its web pages, does not suggest or imply that Cisco believes that CALEA 

applies to this equipment or to its application in any particular network design.   

 Second, the VON Coalition also states that Cisco has supported CALEA 

requirements in its cable equipment, known as the Broadband Local Integrated Services 

Solution (�BLISS�).3  It is true that Cisco has implemented lawful intercept support for 

the PacketCable� specifications in our cable equipment, and continues to amend our 

capabilities as these specifications evolve.   As with the voice gateway issue, above, 

support for lawful intercept in a product or mention of CALEA, or lawful intercept in its 

web pages, does not suggest or imply that CALEA applies to this equipment or to its 

application in any particular network design.4 

 Finally, TopLayer states that Cisco is a participant in the work of European 

Technical Standards Institute�s Technical Committee on Lawful Intercept (�ETSI TC 

LI�).5  Cisco�s participation in the ETSI group derives from our sales in the European 

market, and our support of European customers.  In ETSI TC LI, the frame of reference is 

European law.  Cisco�s participation in this ETSI group has no relationship to our 

participation in lawful intercept standards bodies here in the United States, where the 

frame of reference is U.S. law, e.g., CALEA.    We acknowledge, however, that technical 

                                                 
3  VON Coalition Comments at 15 and n. 36. 
4  However, to the extent that a telecommunications carrier uses the PacketCable� 

specifications to offer a telecommunications service, Cisco believes the PacketCable� 
specifications offer a safe harbor for CALEA.  

5  TopLayer Comments at (unnumbered) page 5. 
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standards written for ETSI TC LI may be useful as a starting point for dialogue, or as a 

point of comparison, to the extent the standard appears to be consistent with U.S. law.  

 On a separate issue, the Law Enforcement Petition would replace standards-

setting process outlined in CALEA with a process specific to each service provider and 

its vendor(s).  For a large manufacturer like Cisco, a customer-by-customer compliance 

process enormously raises the level of complexity associated with CALEA compliance.  

In addition to providing multiple filings in support of each individual service provider 

customer, the process appears to invite individualized implementation at the operational 

level.   Numerous questions have been raised in the comments about this process,6 and 

Cisco urges the Commission, should you adopt a Notice of Proposed Rulemaking, to ask 

as many questions as possible about the benefits and burdens of the approach outlined in 

the Petition.    

       Respectfully submitted, 

 

       CISCO SYSTEMS, INC. 

       Mary L. Brown 
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       Washington DC. 20004 
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       mary.brown@cisco.com 

                                                 
6  See, e.g., TIA Comments; USTA Comments; CTIA Comments; ITIC Comments; and Sprint 

Comments. 


